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Reflection on the Application and Normative Adjustment of the Crime of

Illegal Business Operation in the Governance of Internet Water Army Crimes
SUN Daocui,SHAO Jia

(School of Criminal Justice,China University of Political Science and Law,Beijing 100088, China)

Abstract ; The illegal business operations committed by internet water armies are characterized by diverse modi ope-
randi and group aggregation, which bring about three major dilemmas for the application of the crime of illegal busi-
ness operation, namely act characterization, incrimination criteria, and attribution paradigm. It is necessary to con-
duct normative adjustment on the constitutive elements which should be based on the essence of the crime and under
the guidance of the criminal object. The object-oriented concept of “state-ordered franchise operation order” is spe-
cifically embodied as the internet information service order in cyberspace, with “data and information security” as
its foundation. In terms of objective acts, taking “data and information security” as the judgment basis, the act
types are clearly defined as four categories: paid post deletion, paid posting, fake transaction and credit specula-
tion, and traffic fraud. With regard to the quantitative elements of the crime, the comprehensive identification
standard of “operation scale” should be established by combining two dimensions of “amount” and “quantity”. In
terms of the scope of responsible subjects, the objects of punishment should be narrowed to middle-level organizers
and planners as well as core grassroots executors. This approach resolves the adaptation dilemma between norms and
facts and realizes the scientific governance of crimes committed by internet water armies.

Key words: internet water armies; crime of illegal business operation; data and information security; normative

adjustment; stratified regulation
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