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Processing Within a Reasonable Scope ;: Balance Between the Protection and

Utilization of Personal Information in Big Data Investigation
ZHAO Zubin
(School of Criminal Justice ,Zhongnan University of Economics and Law, Wuhan 430072, China)

Abstract ; In the digital-transformation era, big data has rendered personal information a vital nexus of multiple in-
terests. Consequently, the protection and utilization of personal information have become fundamental principles in
legislation and related practices, especially in criminal investigation. Big data investigation helps provide law en-
forcement with new means to enhance crime-solving efficiency. For example, analyzing large-scale data can quickly
reveal previously hidden patterns. However, it also disrupts the balance between the protection and utilization of
personal information. In practice, over-emphasis on using personal information for investigation while neglecting its
protection has led to several problems. Excessive collection of personal information is a common issue. Law enforce-
ment often gathers more data than necessary for a case, such as an individual’ s entire digital footprint including
browsing history, shopping habits, and communication records. This violates the data-minimization principle and in-
creases privacy risks. For instance, in an ordinary criminal case, data from multiple digital platforms like e-com-
merce sites and online communication apps may be collected without a clear link to the crime. The generalization of
processing purposes is also concerning. The reasons for processing personal information are no longer strictly tied to
specific investigative goals. Information collected for one case can be misused for another case without proper au-
thorization, undermining public trust in law enforcement and weakening the legal and ethical framework. Distorted
use of personal information is another obstacle. Data can be manipulated through cherry-picking, misinterpreting
statistical analyses, or due to algorithmic biases. In predictive-policing cases, flawed algorithms can unjustly target
certain individuals or communities, resulting in discriminatory outcomes. Overly long storage of personal information
is risky. It not only increases the vulnerability to data breaches as cyber-threats constantly evolving, but also
violates the data retention limitation principle. The longer the data is stored, the more likely it is to be compro-
mised, endangering individuals’ privacy and security. The key solution is processing personal information within a
reasonable scope. This means the processing should be legitimate, directly related to crime detection, prevention,
or prosecution. It also requires standardization, with clear procedures covering data collection, storage, analysis,
and disposal to ensure data accuracy, integrity, and security. Moreover, the impact on personal rights should be
reasonable, and less-intrusive methods should be explored first. The principle of “processing within a reasonable
scope” balances the protection and utilization of personal information, restricts the data-handling power of investiga-
tive organs, and safeguards digital human rights, including the right to privacy, data control, and fair data process-
ing. To ensure investigative organs operate within this scope, multiple measures are needed. First, improve the per-
sonal information protection system, review and update existing laws considering new data types like biometric data
and Al-generated data, and formulate new legislation. Second, reshape the compulsory-measures system, and for
digital searches, law enforcement should obtain a warrant clearly defining the search scope, data types, purpose,
and privacy safeguards. Third, strengthen supervision, establish an independent body to audit, inspect, and inves-
tigate law enforcement agencies, impose sanctions on non-compliant ones, and provide a complaint-handling plat-
form. Finally, refine the rule system for big data investigation, covering data quality control, third-party data use,
security, and ethical analysis.

Key words: big data investigation; protection of personal information; utilization of personal information;

reasonable processing



