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Structural Dilemma and Its Alleviation of the Informed Consent Rules:

Inspired by the Exploration of American Paternalism in Personal Information Legislation
SHEN Haolan

(School of Artificial Intelligence and Law ,Southwest University of Political Science and Law,
Chongqing 401120, China)

Abstract ; China’ s personal information processing rules are centered on the informed consent framework, where us-
ers must agree to the collection and use of their data. However, significant structural challenges have made these
rules less effective in protecting personal data. One major challenge lies in the vast scale of big data, which makes
achieving “ meaningful consent” nearly impossible. Entities typically secure users’ consent through privacy
policies, but these policies are often long, complex, and filled with technical jargon. As a result, users frequently
fail to fully understand the terms, and their consent may not be genuine. Another issue is the unavoidable sharing of
personal information in the digital age. The widespread reliance on online services, the unequal power dynamic be-
tween users and entities, and the high costs of finding alternatives make it difficult for individuals to avoid sharing
their data. This means that users often have little choice but to consent, even when they are uncomfortable with the
terms. In many cases, users do not even read privacy policies, instead agreeing automatically to access services.
These problems highlight the failure of the informed consent framework to give users true control over their personal
data. It is clear that relying solely on informed consent cannot address the complexities of modern data processing.
Given these challenges, paternalistic legislation offers a possible solution. The American Privacy Rights Act of 2024
(APRA) provides a good example by introducing a “data minimization” approach, marking a shift in U.S. privacy
law. Historically, the U.S. used an opt-out system, where users had to actively refuse data processing. This system,
like informed consent, was designed to allow individuals to manage their own personal data but has proven ineffec-
tive in practice. The APRA adopts a different approach, limiting data collection to only what is strictly necessary for
specific and clearly defined purposes. This prevents entities from collecting excessive or unnecessary data from the
outset. Furthermore, the APRA strengthens transparency by requiring entities to provide clear and accessible infor-
mation about their data practices. It also imposes strict obligations on entities and uses advanced technology to re-
duce the risk of misuse. These measures collectively safeguard users’ privacy, even without relying heavily on us-
ers’ consent. However, the shift to paternalistic legislation is not without risks. While it promotes data autonomy
and ensures better privacy protection, it might not fully address diverse users’ needs. To balance these concerns,
China could explore a “minimized informed consent” framework, which combines elements of both informed
consent and paternalistic principles. This framework could involve three main components. First, the scope of mini-
mized informed consent should be clearly defined and gradually expanded. Entities would only be allowed to process
personal data that is strictly necessary for providing specific services or products. Second, transparency requirements
should be strengthened in two ways; through simplification and refinement. Simplification means making privacy
policies shorter, clearer, and easier for users to understand, while refinement involves specifying detailed notifica-
tion obligations, ensuring users can easily withdraw consent at any time. Third, pilot programs for privacy-
enhancing technologies could be introduced to balance the protection and practical use of personal data. By adopting
such a framework , China could address the limitations of the current informed consent model while ensuring that us-
ers’ privacy is protected in a practical and balanced way.

Key words : personal information ;informed consent; APRA ;paternalism ; data minimization



