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On the Protection of Data Assets Under International Investment Law
ZHANG Yu

(Law School ( Intellectual Property School) , China Jiliang University , Hangzhou 310018, China)

Abstract : The digital transformation of the global economy has significantly elevated the importance of data assets in
international investment, and it is necessary to enhance protection through international investment law. Currently,
data assets face substantial local legal-policy risks and cybersecurity threats. Although investors may invoke expro-
priation, national treatment, fair and equitable treatment, and full protection and security provisions to safeguard
their interests, the practical effectiveness of these protections remains highly uncertain. Core challenges concentrate
on three dimensions; the qualification criteria for data assets as protected investments, the application dilemmas of
international investment treatment provisions, and the interpretative complexities of exception clauses. These chal-
lenges stem from fundamental incompatibilities between the international investment legal framework formed during
the physical economy era and the realities of the digital economy, manifesting in conceptual systems, application
standards, and interest-balancing mechanisms. Notably, explicitly categorizing data assets as protected investments
would substantially increase host states’ obligations. Consequently, faced with this systemic incompatibility, only a
handful of countries have proactively embedded the protection of data assets into international investment agree-
ments , while most have recently narrowed investment definitions, demonstrating cautious, conservative, or even ap-
prehensive attitudes toward the digital transformation of international investment law. This institutional inertia origi-
nates from dual contradictions: the accelerated obsolescence of existing international investment rules driven by
global digital economic development, and the impediment to rule modernization caused by uneven digital economic
development. The key to achieving effective protection of data assets in international investment lies in balancing in-
vestment protection with host states’ regulatory sovereignty, strengthening international trust, and bridging digital
divides. Therefore, to address practical demands for protection of data assets, international investment law should
undergo systematic digital transformation, encompassing both international agreement reform and domestic legal ad-
aptations. First-tier reforms require that contracting states should promote the “digital-friendly” transformation of in-
ternational investment agreement through the following measures: First, explicitly incorporate data assets into the
protection scope of international investment treaties, including clarifying the relationship between data assets and in-
tellectual property rights as well as other forms of capital contributions, addressing the territorial linkage issues be-
tween data assels and host states, and defining the boundaries between data assets and digital hardware infrastruc-
ture. Second, modernization of substantive rules, including -clarification of expropriation clause application
standards, interpretation refinement and prudent application of essential security exceptions, and incorporation of
data protection-related issues like personal information safeguards. Second-tier supporting measures require that con-
tracting states must establish corresponding domestic legal and institutional frameworks for risk preparedness: First,
accelerated development of data-related legal systems. Second, construction of effective cybercrime-combating legal
regimes. Third, enhancement of overseas investment insurance mechanisms. This dual-track approach creates gov-
ernance architecture coordinating investor protection with regulatory autonomy while accommodating developmental
disparities. Only through systematic coordination of international obligations and domestic reforms can international
investment law effectively address digital economy challenges and cultivate sustainable global data governance sys-
tems.
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